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Abstract: Modern unmanned air vehicles (UAV) are equipped with satellite navigation receivers to provide stability in space and
maintain the desired track. The satellite navigation receivers feature low noise immunity that can result in loss of satellite signals
and, hence, in deviation from the desired track or control loss. The paper presents a technique for improving the immunity of a
satellite navigation receiver under wide- and narrow-band interference as well as deceptive interference. The technique was
implemented through the analysis of NMEA output data of a satellite navigation receiver. The main advantage of the proposed
technique is the use of relatively small computational power of the onboard computer. The proposed technique is based on the
analysis of the signal/noise ratio, the number of navigation satellites used as well as the integrity of the output coordinates of an
UAYV receiver. The proposed technique allowed developing an algorithm for detecting the interference which consists of two
stages. At the first stage, presence of interference is identified, the second stage implies the comparison of the output coordinates of
the receiver with the desired ones making it possible to assess the effects of deceptive interference. The algorithm is implemented in
the G programming language in the LabVIEW environment. The technique and the algorithm for identifying the interference were
tested by conducting a series of semi-natural experiments with the CH-3803M signal simulator which allowed estimating the
threshold values of signal levels from navigation satellites in the presence of interference. As a test sample the ATGM336H
multisystem satellite navigation receiver was used that provides a possibility to select a satellite navigation system (GLONASS,
GPS or BeiDou) or to use their combination for solving an UAV navigation problem. The authors conducted a series of
experiments for assessing the effects of different interference on the performance of the ATGM336H satellite navigation receiver.
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Annoramusi: CoBpeMeHHbIe OecrioTHbIe Bo3ayInHBIe cyna (BBC) ocHamieHb! mprieMHHKAaME CITyTHUKOBOM HABHTALMH JUIS

peleHus 3a7ad CTaOWIM3aliy B TIPOCTPAHCTBE M BBIACP)KHBAHMUSA 3a[JaHHOM TpaeKTopuy mojera. lIpy 3ToM npHeMHHKH
CIlyTHUKOBOW HABUTALMK OTJIMYAIOTCS HU3KOHW OMEXOYCTONUMBOCTBIO, UTO MOXKET MPUBECTH K MOTEPE CUTHAIOB OT CITyTHHKOB
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U, KaK crencTre, kK otkiaonernto bBC ot 3amanHOTrO MapmpyTa oo K moTepe yrnpasisieMocTi. B maHHoO# paboTe npeacTaBieHa
METO/IMKA TOBBIIICHUS TIOMEXOYCTOWYMBOCTH TPUEMHMKA CIYTHHKOBOW HABUTALMM NMPH BO3ICHCTBHM IIMPOKOIOJIOCHOW H
Y3KOIOJIOCHOM MOMEX, a TAKoKe YBOISIIEN oMexy. MeToika peann3oBaHa Ha OCHOBE aHAIN3a BHIXOAHBIX JAHHBIX C IPUEMHUKA
CITyTHUKOBOH HaBurarmy, Qopmupyembsix B (popmare NMEA. OCHOBHBIM JOCTOMHCTBOM IIPEIAracMoro IOJXoJa SIBIISETCS
WCIOJIb30BaHHE OTHOCHTENIBHO HEOOJBIIMX BBIYMCIIMTENBHBIX PECYpcOB OOpPTOBOro Bhruuciurens. Ilpemnaraemas meroauka
OCHOBaHa Ha aHaJM3€ COOTHOIICHWS CUTHAI/IIyM, KOJMYECTBA HABHUTALMOHHBIX CITyTHHKOB, HCIOJB3YEMbIX B DELICHUH
HABHUTAITMOHHOW 3aJ1a9H, a TAKOKE Ha LIEJIOCTHOCTH BBIXOAHBIX KoopauHat npreMHnka bBC. Ha ocHOBe npeioyxKeHHON METOTUKHI
pazpaboTaH anropuT™M OOHApYKEHMSI BO3AEHCTBHS IIOMEX, KOTOPBI COCTOMT M3 JBYX 3TarnoB. Ha mepBom stame onpenensercs
HJIMYME TIOMEX, BTOPOH 3Tall IPEANoaracT aHaIN3 BBIXOIHBIX KOOPAWHAT NPHUEMHHKA 110 OTHOMIEHHIO K IUIAHUPYEMBIM, YTO
TMO3BOJIIET ONPE/CTNTh BO3JICHCTBUS YBOMAMICH ITOMEXH. AJITOPUTM pEaInM30BaH Ha S3bIKe nporpammupoBanuss G B
nporpamMmHOi cpene LabVIEW. Meroauka ¥ anroput™ OOHapyKEHHsS IIOMEX MPOTECTHPOBAaHBI ITyTeM IPOBENEHHS psia
HOJYHAaTYPHBIX 3KCIEPUMEHTOB C MOMOIbI0 nMmuTaTopa curianoB CH-3803M, 4To Mo3BOMMIO OLIEHUTH IIOPOrOBBIE 3HAUCHUS
YPOBHEW CHTHAJIOB OT HABHMIAlIMOHHBIX CIyTHHKOB IPH HAJIMYMK NOMeX. B KauecTBe TecTHpyemoro odpasiia HCIOIb30BaICs
MYJIBTHCHCTEMHBIN NMPUEMHHK CITyTHHKOBOI HaBuraumun ATGM336H, xoTopsblii 001agaeT BO3MOXKHOCTBIO BEIOOPaA CITy THUKOBOM
HauranmonHoit cucrembl (IJIOHACC, GPS wm BeiDou) win nx xoMmOuHaummy Juisi pemieHust 3anaun Hasuraimu BBC.
ITpoBenena cepysi SKCIEPHIMEHTOB TI0 OLIEHKE BIMSHUS MOMEX Pa3iIMYHbIX BHUIOB HA XapaKTEPUCTHUKH MPHUEMHHKA CITyTHUKOBOH
HaBuranun ATGM336H.

Krouessle ciioBa: EBC, criyuar, GNSS, cootHomenune curaan/mrym, NMEA, moMeXoycTOHIHBOCTb.
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Introduction

Unmanned Aircraft Systems (UAS) represent
a dynamically developing cluster within the
aviation industry. The fields of application for
UAS are extensive, and new areas for their use
are constantly emerging. Furthermore, the pro-
spect involves an increasingly widespread use of
UAS performing autonomous flights.

The feasibility and efficiency of autonomous
UAS flights depend on the quality and reliability
of aeronautical provision. The primary means for
performing autonomous flight are satellite navi-
gation systems (GNSS), which offer a global
coverage area, high accuracy, and unlimited
throughput capacity. However, there are also a
number of problems [1-9] that affect the effi-
ciency of satellite navigation use, the most sig-
nificant of which is the low interference immuni-
ty of GNSS receivers. This is because the signals
from navigation satellites (NS) at the input of the
receiving antenna have a very low level, and
even a low-level external interference is suffi-
cient to suppress the weak signals from the NS.
Moreover, there are intentional interference sig-
nals that imitate the structure of the NS signals,
which can cause the receiver to determine false
coordinates and generate false flight trajectories

for the UAS, making the use of airspace unsafe
for other users. Such interference is called
meaconing, and the substitution of GNSS signals
is known as spoofing (meaning — to substitute,
deceive, falsify) [10-13]. The study [14] pro-
vides an analysis of statistical data for 2024,
showing an increase in spoofing incidents during
regular flights of manned aviation. Therefore, an
urgent scientific task arises to determine the
presence of spoofing and to counteract it, which
will enhance flight safety and the efficiency of
aeronautical provision for both manned and un-
manned aviation.

The main spoofing scenarios are as follows:

using a jammer to force the GNSS receiver
from tracking mode into signal search and acqui-
sition mode, and after resetting the correlator, to
feed a false satellite signal to the receiver input
to form a false trajectory. This scenario is con-
sidered a crude type of spoofing;

using a GNSS receiver on the jammer to ob-
tain identical signal delays and Doppler frequen-
cy shift values necessary for generating synchro-
nous spoofing with a higher signal level com-
pared to the levels of signals from the NS, which
will allow substitution with a false signal. This
type of spoofing is more complex and harder to
detect.
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According to [15, 16], the following methods
for spoofing detection exist:

e determining the signal amplitude;

o determining the signal direction of arrival;

o determining the signal arrival time;

« correlating GNSS receiver data with data
from other onboard navigation systems;

« authentication using signal encryption;

o determining the signal polarization type;

o detecting vector tracking loops.

To use any of these methods, it is necessary
to know the structure of specific GNSS receivers
and the algorithms they implement for searching,
detecting NS signals, and tracking their delay
and frequency. In practice, most GNSS receivers
installed on UAS are separate modules with a
closed structure, which limits the use of most of
the mentioned spoofing detection methods.

Study [2] assessed the interference immunity
of a multi-system GNSS receiver module like
the ATGM336H under the influence of narrow-
band interference. The structure of this receiver
module allows for separate processing of signals
from each system. It was experimentally estab-
lished that when interference is present at the
GPS frequency, the module’s performance for
the GLONASS system also degrades due to the
specifics of intermediate frequency selection in
the receiver path.

The GNSS module, connected to the UAS
onboard controller, outputs a data packet with
coordinates for stabilizing the UAS in space and
executing the assigned flight. However, if false
GNSS signals are received, the UAS will per-
form a flight not according to the assigned route,
which may be detected by the operator (external
pilot) with a significant delay. Therefore, it is
necessary to determine the moment when spoof-
ing begins and affects the GNSS receiver in or-
der to promptly notify the operator for making
decisions regarding further flight control and ex-
cluding information from the satellite receiver
from the control loop. For this purpose, a modi-
fication in the UAS architecture is proposed,
based on the analysis of output data from the
satellite receiver. This task can be performed by
the flight controller if it has sufficient computa-
tional performance, or an additional microcon-
troller may be required.
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This paper presents a methodology for detecting
spoofing generated according to the two scenarios
considered above, based on the analysis of output
data from the ATGM336H receiver module.

Output Data of the ATGM336H
Receiver Module

The ATGM336H is a compact satellite re-
ceiver designed to determine user coordinates,
speed, and precise UTC time when operating
with signals from GPS, GLONASS, and BeiDou
systems. Key features of the receiver module:

1. Support for UART interface for data ex-
change and configuration.

2. Support for high data transfer rates (up to
115200 baud).

3. Low power consumption.

4. Compact size, ensuring easy integration
into various devices.

5. Built-in active antenna.

6. High-precision positioning (up to centime-
ter level) using additional technologies.

The ATGM336H receiver module has a
number of characteristics that make it applicable
and effective in various fields, including UAS
navigation.

The output data from the receiver is a data
packet in NMEAO0183 format.

“NMEA is a common standard for represent-
ing navigation data in text format (ASCII). This
protocol is used to transmit GNSS data from the
receiver to external devices that are unable to
decode the specific manufacturer’s receiver nav-
igation message.”'

The NMEA protocol defines a standard data
format that includes information about geo-
graphic position, speed, time, course, and other
flight parameters. These data are transmitted as
text messages containing special codes and fields
to identify the type of information.

For developing an algorithm to detect and
counter a spoofing attack, it is proposed to ana-
lyze data on the parameters of signals received

' NMEA-0183 Navigation Data Representation Standard.
(2024). OrientSystems. Available at: https://orsyst.ru/
blog/nmea (accessed: 23.02.2025).
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Fig. 1. The interface of the ATGM336H receiving module

from the NS, such as the signal-to-noise ratio,
satellite azimuth and elevation angle, as well as
information about the UAS location and flight
parameters. This information can be obtained
from the NMEA protocol (from GGA, GSV,
and RMC messages). The selection of these
messages provides a complete set of receiver
data and gives a full picture of the navigation
conditions.

An analysis of publications by other authors
on the use of NMEA protocol data for spoofing
detection has been conducted. For instance,
study [13] reviews existing methods for deter-
mining spoofing, indicating the possibility of
analyzing NMEA protocol data. Work [17] pre-
sents the main NMEA protocol messages that
can be used for spoofing detection and provides
results of testing different types of receivers in
the presence of spoofing. In [18], a software
platform for comprehensive analysis of NMEA
messages from two simultaneously operating
receivers located at a fixed distance is presented.
The authors describe the main methods: check-
ing navigation parameters (speed and altitude);
estimating pairwise distances between receivers;
checking ephemeris; monitoring time scale off-
set; monitoring the signal-to-noise ratio (deter-
mining the maximum signal level). The work
shows that for maritime transport, the most ef-
fective method for determining spoofing is the
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method of estimating pairwise distances between
receivers. The method of monitoring the signal-
to-noise ratio was not used in this work.

Structural Diagram of the Interface for
the Satellite Navigation Receiver

A software interface for the ATGM336H re-
ceiver module has been developed to study inter-
ference immunity, assess accuracy characteris-
tics, and for a number of other tasks. The inter-
face, whose structural diagram is shown in Fi-
gure 1, was developed in the LabVIEW graph-
ical programming environment.

The ATGM336H receiver module is con-
nected to a PC via an RS232 serial port and
transmits data to the interface at a specified baud
rate for further processing. Relevant information
is extracted from the GSV, GGA, GSA, and
RMC messages. Specifically: data about satel-
lites in view (satellite ID, azimuth, elevation, and
Signal-to-Noise Ratio (SNR), measured in
dB-Hz) are extracted from the GSV messages.
The coordinates determined by the receiver
module and the time are extracted from the GGA
messages. These coordinates then undergo statis-
tical processing to obtain the Root Mean Square
Error (RMSE) and plots of coordinate measure-
ment errors. Information about the UAS’s speed
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and course of movement is extracted from the
RMC messages. The developed interface also
allows for the processing of GSA messages to
extract the GNSS Geometric Dilution of Preci-
sion (GDOP) values, which can be used to assess
the influence of the geometry of the current sat-
ellite constellation on the accuracy of coordinate
measurements.

The developed interface also allows for gen-
erating commands in the form of PCAS messag-
es to modify the settings of the receiver module.
For example, using the appropriate command,
one can select the satellite system(s) for the re-
ceiver module to operate with, change the output
data rate, and more.

The obtained and processed data are subse-
quently analyzed. Based on this analysis, the re-
ceiver module configuration can be adjusted us-
ing the generated commands, which can improve
its performance in the presence of interference.

Spoofing countermeasure methodology

The analysis of existing methods for generat-
ing false signals indicates that the most straight-
forward way to perform spoofing currently is by
using HackRF One equipment (a software-
controlled platform) and an external radio signal
amplifier. Consequently, the methodology for
detecting meaconing interference must be gener-
alized and include several key criteria for spoof-
ing detection.

As noted earlier, the primary indicator for de-
tecting spoofing onboard a UAS will be the as-
sessment of Signal-to-Noise Ratio (SNR) levels,
which allows for the detection of interference
that precedes the spoofing signal. Therefore, an-
other indicator for detecting a spoofing signal
will be the comparison of the onboard flight plan
with the data received from the GNSS receiver.
Based on this, the methodology for identifying a
spoofing attack consists of two stages:

1. Analysis of the Signal-to-Noise Ratio at
the receiver input to identify specific signal lev-
els that may indicate the presence of interfer-
ence.

2. Comparison of additional information,
such as the flight plan (coordinates, course,
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speed), with data received from the GNSS re-
ceiver, which allows for the detection of discrep-
ancies and serves as a basis for reacting to spoo-
fing.

Determining threshold Signal-to-Noise
Ratio levels

The determination of threshold Signal-to-
Noise Ratio levels for spoofing detection was
performed using a CN-3803M satellite signal
simulator. One of the advantages of this simula-
tor is its ability to vary the output signal power
in the range from —150 dBm to —100 dBm. Un-
der real-world operating conditions, the typical
signal level for a receiver is approximate-
ly =120 dBm [2, 19].

Signals from GLONASS and GPS navigation
satellites were simulated. The receiver’s antenna
was placed next to the simulator’s antenna.

A series of experiments was conducted with
different output signal levels from the simulator,
which is equivalent to changing the SNR in the
presence of fixed-level interference. The exper-
iments aimed to determine the maximum and
minimum signal levels at the receiver input that
lead to extreme SNR values. The minimum SNR
level is the threshold value at which the naviga-
tion solution is computed with very coarse accu-
racy.

Under normal receiver operating conditions,
a decrease in SNR to the minimum threshold
value is unlikely. Firstly, during UAS flight at
altitude, the receiver is not subject to multipath
effects, signal shadowing, and other degrading
factors, so the SNR remains relatively stable.
Secondly, in the case of wideband or narrow-
band interference, a decrease in SNR levels is
observed for all satellites (depending on the sat-
ellite receiver’s structure) used in the navigation
solution. Therefore, it is necessary to evaluate
the average SNR value across signals from all
navigation satellites included in the solution.

As an example, Figure 2 shows a graph of
the relationship between SNR and the input sig-
nal level for GPS navigation satellite No. 3.
It follows from Figure 2 that a decrease in the
input signal level leads to a decrease in SNR.
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Fig. 2. SNR of GPS satellite No. 3 at different input levels

Table 1

Average SNR values for different input signal levels

Input signal level dBm —100 —120 —135 —140
Average SNR GPS, dB-Hz 50.6 38.8 26.4 24.2
Average SNR GLONASS, dB-Hz 52 39.6 28.6 233

Table 1 presents the average SNR values for
the visible GLONASS and GPS constellations
separately, calculated using formula (1):

1 N GPS ,IJIOHACC

MGPS,FJZOHACC :N— z SNR, (1)

2
GPS,IVIOHACC i=1

where N is the number of visible satellites of the
observed system; i is the serial number of a visi-
ble satellite of a specific system.

The table shows that decreasing the input
signal level below —135 dBm does not lead to a
significant degradation of the SNR. At the max-
imum signal level of =100 dBm, the SNR is ap-
proximately 50 dB-Hz for the GPS system and
52 dB-Hz for the GLONASS system, which is
not observed under real-world operating condi-
tions. Therefore, an average SNR value for the
entire visible constellation of 50 dB-Hz can be
used as an upper threshold indicating the pres-
ence of meaconing interference.

When receiving signals at critical levels
of =135 dBm and —140 dBm, the receiver cannot
maintain stable tracking of navigation satellites.
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This leads to satellites being intermittently in-
cluded in and excluded from the navigation solu-
tion (fig. 3, curve 1 — number of satellites at an
input signal level of —135 dBm, curve2—
at —140 dBm). This primarily affects satellites
with the longest ranges (typically those near the
horizon).

The Root Mean Square Errors (RMSE) of the
receiver’s coordinate determination, evaluated
over a 950-second time interval, were as follows:

for an input signal level of —135 dBm: lati-
tude oB = 46.8 m, longitude oL = 204.7 m, alti-
tude cH = 3.8 m;

for an input signal level of —140 dBm: lati-
tude oB = 60.7 m, longitude cL. = 92.6 m, alti-
tude cH =6.3 m;

for an input signal level of —120 dBm
(the level under real-world operating conditions
of the receiver): latitude 6B = 2.2 m, longitude
oL = 3.8 m, altitude cH = 0.07 m.

Figure 4 shows the plots of coordinate de-
termination errors (latitude error 6B — curve 1,
longitude error 6L — curve 2, altitude error dH —
curve 3) for an input signal level of =135 dBm
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Fig. 4. Positioning errors in solving a navigation problem with GLONASS/GPS constellation
at the input level of —140 dBmW

(fig. 4, a) and —140 dBm (fig. 4, b). Figure 4b
shows that due to the instability of horizon satel-
lites, the horizontal coordinate measurement er-
rors vary significantly.

Based on the obtained results, a threshold of
26 dB-Hz should be selected for the minimum
signal level. This level is unacceptable under the
real-world operating conditions of a GNSS re-
ceiver, allowing for the detection of interference.

Thus, to determine the presence of interfer-
ence that disrupts the satellite navigation re-
ceiver’s correlator, a lower threshold of
26 dB-Hz will be used. In the case of meacon-
ing interference (spoofing), an upper threshold
of 50 dB-Hz will be used. Therefore, the fol-

14

lowing inequality is used as the criterion for
detecting interference:

26 dB-Hz < MGPS,IYIOHACC,Beidou <50 dB-Hz.

To exclude from the proposed criterion the
influence of SNR level reductions from satellites
that are entering or leaving the receiver tracking
zone, a second criterion must be added. This cri-
terion will be the comparison of the number of
satellites used in the GNSS receiver navigation
solution against a specified value. The specified
value for the number of satellites for each navi-
gation system is chosen as 4, since this is the
minimum number required to solve the naviga-



Tom 28, Ne 06, 2025

HayuyHblit BectHuk MITY TA

Vol. 28, No. 06, 2025

Civil Aviation High Technologies

FT
( Hmw ) Top to bottom:
S Start
' SNR, UAS coordinates, Number of
I,-'D;';“D;W-E:Tﬂ;;j'- | satellites in the solution
| YommecoHC | NO - transfer to another GNSS -
| 5 pemenm Attention! Switch to manual con-
trol, spoofing!
M, = SN YES
My = S¥Ppeigos NO - Attention! Switch to manual
My = SNRgorns control, spoofing!
] The end
Enmaanme’
M35l <M < S09BTE ™ FAF::D-'I 65T 05T EP:E: 36387 <My < S035TH r'zp;m M AN AM o
Ul ANl - AN AN
=yl

Fig. 5. The algorithm for detecting the interference

tion task and is sufficient when using satellites
from other systems when the GNSS receiver op-
erates in a multi-system mode. Therefore, the
general criterion for detecting interference im-
pact is as follows:

4<Nv26dB-Hz< M

GPS,IJIOHACC , Beidou

Algorithm for Interference Detection

The algorithm for detecting interference in
navigation receivers is presented in Figure 5.

In the first step of the algorithm, the input data
from the receiver is set. This includes SNR values
for the three systems (SNRgps, SNRgLonass,
SNRBeigou), the number of satellites used in the

<50dB-Hz. (2)
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navigation solution (NGps, NGLONASS) NBeidou),
the current UAS coordinates (By, Ly, Hx), and
the UAS flight plan coordinates (B, L, H), which
are defined during the pre-flight preparation
stage.

In the second step, the average SNR value for
the visible constellation is calculated separately
for each system (SNRgps, SNRGLonAss, SNRgeidou)
according to expression (1).

In the third step, the calculated average SNR
values for each system are compared with condi-
tion (2). If the condition is not met for one of the
systems, it is assumed that narrowband interfer-
ence is present at the input of the receiver on the
frequency of that specific navigation system.
Consequently, a command is automatically gen-
erated for the GNSS receiver to exclude this sat-
ellite system from the navigation solution. This
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will lead to improved coordinate determination
accuracy and more stable receiver operation.

If the condition is not met for all systems
simultaneously, a decision is made that wide-
band interference is present at the receiver input.
In this case, an informational message is gener-
ated for the UAS operator about the inability to
further use the GNSS receiver, and a recommen-
dation is provided to take manual control of the
UAS flight. This allows for avoiding the first
stage of spoofing impact.

If the condition is met for at least one of the
systems, the algorithm proceeds to the next veri-
fication stage.

During the fourth step, the output UAS coor-
dinates are compared with the flight plan coordi-
nates. This stage allows for the detection of
meaconing interference, particularly in cases
where malicious actors did not generate interfer-
ence to reset the GNSS receiver’s correlator or
where the satellite signal substitution occurred
before the GNSS receiver was powered on.

If this condition is met, no spoofing is detect-
ed, and the algorithm repeats from the beginning
with updated data from the receiver.

If the condition is not met, an automatic mes-
sage is generated for the UAS pilot, instructing a
transition to manual control of the UAS. Simul-
taneously, the GNSS receiver is disconnected
from the onboard controller to prevent further
diversion of the UAS along a false trajectory.

To prevent false triggers of this condition due
to positioning errors, a certain tolerance (Ag, Ar,
and Ap) is added to each calculated coordinate
value from the flight plan. In this work, Ag and
Ar were set to 10 meters (converted to degrees
of latitude and longitude), and Ay was set to
5 meters, which helps avoid abrupt altitude
changes. The UAS flight altitude is determined
using the GNSS receiver at altitudes above
60 meters; at altitudes below 60 meters, a baro-
metric altimeter with optical stabilization sys-
tems is used for altitude determination.

Thus, the developed algorithm ensures that
the GNSS receiver onboard the UAS can con-
tinue solving the navigation task under the in-
fluence of narrowband interference at an ac-
ceptable level on one system’s frequency. It
also provides a warning to the operator if
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wideband interference is present at the GNSS
receiver input, or in the case of satellite signal
spoofing that has caused the receiver’s output
coordinates to deviate from the assigned flight
route coordinates

Test Results of the Algorithm Using
Hardware-in-the-Loop Simulation

Figure 6 shows the test bench used for testing
the interference detection algorithm. The bench
includes:

o a CN-3803M signal simulator, which gen-
erates navigation satellite signals for the GPS
and GLONASS systems according to a prede-
fined scenario where a stationary object is locat-
ed at a point with zero coordinates;

« a HackRF One module, used as a source of
narrowband interference with a signal level of 15
dBm;

o a dual-band wideband interference trans-
mitter with a power of 1 Watt;

o the GNSS receiver module under test, an
ATGM336H.

Testing of the developed algorithm was con-
ducted in four stages:

1. Generating narrowband interference on
the GPS frequency and on the frequency of the
first GLONASS frequency channel.

2. Generating a signal with the simulator
above the threshold level, corresponding to the
GNSS signal being suppressed by a spoofing
signal of higher power.

3. Generating wideband interference.

4. Spoofing the satellite signals, leading the
UAS to follow a false trajectory.

Results of the Study on the Impact of
Narrowband Interference on the GPS
Frequency and the First GLONASS
Frequency Channel

Using the HackRF One module, interference
was applied at the GPS LI frequency of
1575.42 MHz with a power of 30 mW. The in-
terference source antenna was placed next to the
antennas of the simulator and the receiver.
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Fig. 6. The test bench for testing the algorithm for detecting the interference
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Figure 7 shows the graphs of the changes in
the average SNRgps and SNRgronass. The re-
sults show that the time samples do not coincide,
which is associated with the different signal
search and acquisition times for the GPS and
GLONASS systems.

The sharp drop in SNRgps to approximately
8 dB-Hz (fig. 7, a) is related to the moment the
narrowband interference was generated. During
the entire period of interference, unstable track-
ing of the signals from GPS satellites is ob-
served.
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The sharp drop in SNRgronass (fig. 7, b) is
related to the structure of the ATGM336H mod-
ule, specifically the passage of one of the har-
monics during frequency conversion in the
GLONASS channel. However, the SNRgLoNASS
level remains above the set lower threshold of
26 dB-Hz. Therefore, solving the navigation task
using the GLONASS system is possible, and the
algorithm generates a command to disable the
GPS system signals.

Figure 8 shows the coordinate measurement
errors of the ATGM336H module (latitude error
OB — curve 1, longitude error oL — curve 2, alti-
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Fig. 8. Positioning errors with interference at the GPS frequency
Left to right — Glonass — interference — without interference

T 1oMex
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Fig. 9. The results of the experiment: @ — number of GLONASS satellites ised in solution;
b — SNRgLonassc; ¢ — number of GPS satellites ised in solution; d — SNRgps

tude error 0H — curve 3). The figure highlights
the moment when the interference was applied,
which led to an increase in coordinate determi-
nation errors.

After the algorithm generated the command
to disable GPS signal reception, a decrease in
coordinate measurement errors is observed. This
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indicates that the GNSS receiver can still be
used, albeit with a greater error compared to its
accuracy before the interference began.

When narrowband interference is applied at a
frequency of 1602 MHz, corresponding to one of
the GLONASS frequency channels, a loss of
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tracking for almost all signals from GLONASS
satellites is observed.

Figure 9 shows graphs of the number of sat-
ellites N (fig. 9, a, ¢) used in the solution for
each system and the average SNR values (fig. 9,
b, d). The marked moments on the graphs for the
number of satellites in the solution and for SNR-
cLonass (fig. 9, a, b) are associated with a short-
term cessation of the interference, which did not
significantly affect the overall coordinate meas-
urement accuracy. A significant degradation of
SNRgps 1s not observed; therefore, the receiver
operates with good coordinate determination ac-
curacy (fig. 10, where curve 1 is error 6B, curve
2 is error oL, and curve 3 is error 6H).

19

Results of the study on the influence of
a high-level spoofing signal

Setting the simulator to a high output signal
level (exceeding the level of the real GNSS sig-
nal) caused an increase in SNRgps and
SNRgGLonass, exceeding the established threshold
of 50 dB-Hz (fig. 11, a, b). Consequently, the
algorithm generated the appropriate alert mes-
sage. This event is displayed on the interface of
the software module developed in the LabVIEW
environment (fig. 12). In a practical implementa-
tion, this message should be sent to the UAS
flight controller and then via the C2 (Command
and Control) link to the UAS operator’s console.
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Fig. 12. The interface of the programming module

a

Fig. 13. The results of the experiment: @ — SNRgps; & — SNRGonass

Results of the Study on the Impact of
Wideband Interference

Even a brief activation of powerful wideband
interference leads to the complete suppression of
both GPS and GLONASS satellite signals. Fig-
ure 13 shows the moment the interference signal
was activated and the subsequent drop in
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SNRgps and SNRgGronass below the threshold
value. In this case, coordinates from the GNSS
receiver become unavailable, resulting in a loss
of navigation and stabilization for the UAS.
Consequently, the algorithm generates a message
for the UAS operator, instructing them to switch
to manual control of the UAS.
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Results of the Study on Meaconing
Interference Leading to UAS
Trajectory Deviation

At this stage, external jammers were not
used. It is assumed that false GNSS signals are
being fed to the receiver input, which will cause
the UAS to deviate from its assigned flight route.

To test the developed algorithm, a scenario
was written for the CN-3803M simulator. In this
scenario, for the first two minutes, the UAS is at
coordinates B = 52.2756°, L = 104.520237°, H=
= 30 m, which match the flight plan. Subse-
quently, the simulator generates signals imitating
UAS movement at a constant speed and a course
of 0° (spoofing signals), corresponding to
movement along a false trajectory.

When spoofing is present, the current UAS
coordinates do not match the flight plan coordi-
nates, and the coordinate spoofing indicator is
activated (fig. 12).

Under real-world conditions, if this condition
is met, a message will be generated for the pilot
to take manual control, and data from the GNSS
receiver will not be used by the UAS navigation
controller. This prevents the UAS from being led
astray along a false trajectory.

Conclusion

This work presents a methodology for detect-
ing the impact of narrowband interference,
wideband interference, and spoofing signals on a
GNSS receiver. An interface for a data pro-
cessing program was developed for the actual
ATGM336H receiver module, enabling subse-
quent analysis to identify the type of interfer-
ence. The program interface, based on the devel-
oped algorithm, allows for generating alerts to
the UAS pilot when the satellite receiver cannot
be used, and for selecting a satellite system de-
pending on the frequency of the narrowband
jamming. Thus, the interference immunity of the
GNSS receiver is enhanced, and the situational
awareness of the UAS operator in complex
jamming environments is improved.
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