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Abstract: Due to the increasing integration of onboard and ground-based data networks in aviation and the associated rise in
information threats, the development of comprehensive models capable of assessing the security of such systems against
unauthorized access is becoming increasingly necessary. One promising direction for enhancing the resilience of aviation networks
is the creation of mathematical models that consider not only technical malfunctions and random equipment failures but also
deliberate cyberattacks by intruders. This paper proposes a mathematical model of threats to aviation data networks, developed in
accordance with ICAO recommendations and the requirements of ARINC standards. The network structure is represented as a
directed graph, the nodes and edges of which are characterized by probabilistic indicators of failures and vulnerability to attacks. A
distinctive feature of the developed model is the integration of probabilistic characteristics of random equipment failures,
intentional attack scenarios, and parameters reflecting the efficiency of systems detecting unauthorized access. Utilizing
probabilistic theory approaches, we synthesized an algorithm enabling the calculation of an integral indicator representing the risk
of network connectivity loss and performance degradation. A significant aspect of this algorithm is its ability to simultaneously
account for various types of threats and quantitatively assess the vulnerability of network elements. Numerical simulations of the
proposed model were conducted, and results evaluating the criticality of specific network nodes and data transmission channels are
presented. The analysis confirmed that applying the developed mathematical model provides a sound basis for identifying the most
vulnerable aviation network components and selecting appropriate protective measures.
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MarteMaTn4yeckasi MOJeJb YIPO3 aBHAIIMOHHOM CeTH MepeIavyu JaHHbIX
B YCJIOBUSIX HECAHKIIMOHUPOBAHHOI0 BMEIIATEIbCTBA
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Mockosckuil 20cy0apcmeenHblll mexXHUYeCKull YHUugepcumem epadcoancKkol asuayuil,
2. Mockesa, Poccus

AnHoTanmsi: B cBs3U ¢ Bo3pacTaromieii cTeneHpl0 MHTErpali OOPTOBBIX M Ha3eMHBIX CeTel Iepeladyd NaHHBIX B aBHAIMH U
POCTOM KOJIM4ecTBa MH(OPMALMOHHBIX YIpo3 Bce Oonee HEOOXOIMMOW CTAHOBHTCS pa3pabOTKa MOAENEH, MO3BOJIIOIIMX
MPOBOJINTh KOMIUIEKCHYIO OLIEHKY 3allMIICHHOCTH TaKWX CHUCTEM OT HECAHKIMOHMPOBAHHOTO BMeIIaTenscTBa. OOHHM 13
MEPCIEKTUBHBIX HATPAaBICHUH TTOBBIICHHS YCTOWYMBOCTH aBUALMOHHBIX CETEH SABIISIETCS] CO3JAHUE MATEMAaTHUECKUX MOJEIEH,
TO3BOJISIIOIIMX YYUTHIBATh HE TOJBKO TEXHUUECKHE COOM M CllydaiiHble OTKa3bl 0OOPYZOBaHMs, HO W IpEIHAMEPEHHBIE aTaKH
Hapyumreneil. B pabore npemoxeHa MareMarideckasi MOJIeb YIpo3 aBUAlMOHHOM CETH Mepeladd JIaHHBIX, BHIIOJHEHHAS B
coorBercTBUM ¢ pexomeHmammsimu MIKAO wu  tpeboBanmsimu  cranmaproB ARINC. IlpencraBneHue CTpyKTypbl CETH
OCYILIECTBIISIETCS] B BUJIE OPHEHTHPOBAHHOTO rpada, y3Ibl 1 pedpa KOTOPOro XapaKTepHU3yIOTCsl BEPOSITHOCTHBIMU [TOKa3aTeIIsIMH
OTKa30B M IIO/IBEPKEHHOCTHIO arakaM. OCOOEHHOCTBIO pPa3pabdOTaHHOM MOJENH SIBISIETCSl OOBEIMHEHHE BEPOSTHOCTHBIX
XapaKTePUCTHK CITy4YaiHBIX OTKAa30B 000PYIOBAHMS U CLIEHAPHEB [IEJICHAPABICHHBIX aTaK, a TAKKe ITapaMeTpoB 3(PEKTUBHOCTH
(DYHKIIMOHMPOBAHKUSA CHUCTEM OOHApy)KEHHs] HECAHKIMOHMPOBAaHHOTO BMeEIIaTelbcTBA. Ha OCHOBE TIOOXONOB TEOPHH
BEPOSITHOCTEN CHHTE3MPOBaH aITOPHUTM, TIO3BOJIIIOIINI PACCUMTHIBATH MHTE PAIIBHBIN TIOKA3aTENh PUCKA TTOTEPH CBA3HOCTH CETH
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n Jaerpajanymi €€ XapaKTCpHUCTUK. OTanunTeNbHas O0COOEHHOCTh Al OpUTMa 3aKIIIOYa€TCa B TOM, YTO OH IIO3BOJIICT
OJHOBPEMCHHO YYUTBHIBATH PA3JIMYHLIC THUIIbI BO3H€ﬁCTBHﬁ " MPOU3BOANTH KOJIMYCCTBECHHYIO OLCHKY YA3BUMOCTH 3JICMCHTOB
ceTd. BEIIOIHEHO 4HCICHHOE MOJCIIMPOBAHUEC r[pezmomeHHoﬁ MoJe, NPEACTABJICHbI PE3YJIbTaTbl OLUCHKU KPUTUYHOCTU
OTACJIbHBIX Y3JIOB CCTU U KaHAJIOB IICpE€aavu HaHHbIX. Anamz PE3YyJIbTAaTOB MOKa3ajl, 4YTO IPUMCHCHUC paspa60TaHH0171
MaTeMaTHIeCKON MOJCIIN II03BOJIICT 000CHOBAHHO ONpEaCIIATh HauOosee YA3BUMBIE KOMIIOHEHTBI aBI/IaLII/IOHHOI\/'I CCTH U
BLI6I/IpaTB AJICKBATHBIC MEPBI 3allIATHI.

KnroueBble c/10Ba: HECAaHKIIOHMPOBAHHOE BMEIIATENIHCTBO, ABHAIIMOHHAS CETh IEpelavd IJaHHBIX, HAISKHOCTb CeTH,
CBSI3HOCTB, OOHAPYKEHHUE aTaK, PUCK, MOJIENTb yTPO3.
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Introduction transport: their topics cover a wide range of are-
as, from organizational measures at airports [10]
and the creation of integrated on-board security
systems [7, 11] to modeling unauthorized im-
pacts on aviation systems [12, 13] and the use of
machine learning methods for intrusion detection
[14-16]. However, the approaches proposed in
these works remain fragmented and do not cover
the full range of current threats to aviation data
transmission networks [17, 18]. In addition, in-
dustry standards and recommendations (for ex-
ample, ICAO and IATA) often do not keep pace
with the rapid development of unauthorized in-
terference methods, and existing approaches to
risk assessment and testing show that the availa-
ble protection tools do not cover all possible at-
tack scenarios [6, 19].

Modern research confirms the existence of a
wide range of vulnerabilities in the architecture
of aviation data transmission networks. Intruders
are capable of distorting route information, in-
tercepting control signals, and disrupting the
functioning of interacting subsystems. In un-
manned aircraft systems, as shown in [20, 21],

Ensuring the protection of aviation transport
networks from unauthorized interference is of
paramount importance in the context of the digi-
talization of the aviation industry/' The transition
of aviation communication systems from analog
voice communication to the use of IP data
transmission networks significantly expand their
functionality, however, it is accompanied by a
significant increase in the number of cyber
threats® capable of disrupting the operation of
airborne equipment and flight control systems
[1-3]. In addition, the introduction of “Internet
of Things” technologies and other intelligent
technologies into the aviation infrastructure ex-
pands the attack coverage and leads to additional
vulnerabilities [4, 5]. Interference in aviation ac-
tivities can manifest itself in distorting the coor-
dinates of the aircraft, transmitting false instruc-
tions to the crew, blocking communication
channels or creating interference that prevents
the exchange of critical data [2, 6]. These risks

require the development of additional protective . ) :
measures aimed at ensuring the reliability of avi- stable mechanisms for countering unauthorized

ation systems and preventing the destabilization interference have not been implemented. Cases
of air traffic control [7-9]. of malicious modifications, interception of con-

trols and destructive effects on navigation units
have been recorded.

The lack of formalized approaches signifi-
cantly complicates the assessment of the aviation
data transmission networks stability. In [22], a

In recent years, a number of studies have
been conducted on improving protection against
unauthorized interference hazards in air

Compilation of cyber security regulations, standards,

and guidance. (2022). IATA. Available at: laboratory p}atform was proposed that focuses
https://www.iata.org/contentassets/4c5 1b00fb25e4b60b3 on reproducing real-world attack scenarios, in-
8376a4935¢278b/compilation-of-cyber-regs.pdf (ac- cluding the using SDR (software defined radio)

cessed: 20.11.2024).
Security and Facilitation Strategic Objective: Aviation
Cybersecurity Strategy (2019). ICAO, 8 p.

and analysis of intersystem interactions. In [23],
typical vulnerabilities of aircraft network do-
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mains are systematized, errors in the logical iso-
lation of subsystems and the vulnerabilities of
standard security tools are demonstrated.

However, until recent, there has been no
formalized model that makes it possible to quan-
tify the impact of both accidental equipment
failures and deliberate attacks by intruders on the
connectivity of the aviation network. The present
work is aimed at filling this gap by developing
an integrated mathematical threat model.

Methods

When the model was being developed, the
recommendations of industry standards on avia-
tion security were applied: the classification of
communication channels according  to
ARINC 811° (division into protected and unse-
cured channels) was used and the methodologi-
cal provisions of RTCA DO-356A* were taken
into account when analyzing intervention scenar-
i0s. In accordance with this, the data transmis-
sion network (DTN) is represented as a graph of
nodes and connections, for which a probabilistic
reliability analysis is performed. Each node and
channel of the model is characterized by uptime
and failure probabilities, determined on the
grounds of statistical data and the assumption of
failure independence. The model introduces
threats of unauthorized interference — deliberate
impacts on nodes and communication lines —
which are considered as additional probabilistic
factors for the failure of network elements.

This approach, based on the theory of net-
work reliability and the analysis of minimal vul-
nerable sets of components, makes it possible to
formalize the task of ensuring the stability of the
aviation network against unauthorized interfer-

ARINC Project Paper 658. Internet protocol suite (IPS)
for aeronautical safety services roadmap document.
(2017). ARINC Project Paper 658, 15 p.Available at:
https://www.icao.int/ APAC/Meetings/2017%20ACSIC
G4/IP05_USA%20AI1.3%20-%20IPS%20Roadmap.pdf
(accessed: 20.11.2024).

* RTCA DO-356. Airworthiness security methods and
consideration. (2018). GlobalSpec, 370 p. Available at:
https://standards.globalspec.com/std/10398650/rtca-do-
356 (accessed: 20.11.2024).
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ence in the form of a set of probabilistic indica-
tors. The developed model is presented below.

Development of a mathematical model

To begin with, we formalize the structure of
the aviation DTN. We represent the network as a
graph G with many nodes V and edges E:

G =V,E). (1)

Here V — set of nodes (vertices) of the graph,
and E — multiple connections (edges) between
them.

The nodes of the graph are on-board and
ground computing devices (aircraft on-board
computers, control center servers, repeaters,
etc.). The edges of the graph correspond to data
transmission channels (radio links, satellite
channels, etc.) that provide communication be-
tween the nodes. It is assumed that the topology
of the graph is fixed during the period under
consideration, that is, the composition of nodes
and the presence of channels are set initially and
do not change over time.

Each element of the network has a certain re-
liability and, consequently, a non-zero probabil-
ity of failure. Let’s introduce the notation: let p;
be the probability of uptime of node $i$ in the
period under review. Then we can express:

q; =1-p; 2)
where q; is the probability of failure of this node
due to technical reasons.

Similarly, for each communication channel
(edge) e € E, we denote by p, the probability
of its proper functioning:

e =1 —DPe, (3)
where g, is the probability of channel failure.

Let us take the simplifying assumption that
failures of individual nodes and channels are sta-
tistically independent events (in reality, correlat-
ed failures may occur, but independence is al-
lowed to facilitate analysis).

To evaluate the operability of the entire net-
work, we introduce the concept of graph connec-
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tivity. A network is considered connected and
functioning if for any pair of important nodes
(for example, an on-board control center) there is
at least one path connecting them through ser-
viceable nodes and channels. A connectivity dis-
ruption event, on the contrary, means that there
will be at least one pair of nodes between which
there is not a single workable data transmission
route left. The probability of maintaining net-
work connectivity can be considered as an indi-
cator of its overall reliability. Calculating this
probability is equivalent to the problem of esti-
mating the reliability of a graph with given ele-
ment reliabilities.

In general, an accurate calculation of the
connectivity probability for an arbitrary graph is
difficult, since it requires taking into account all
possible combinations of element failures. How-
ever, analytical expressions can be written for
some typical network configurations. For exam-
ple, if two important nodes are interconnected by
a sequential chain of $n$ channels, then the net-
work will remain connected only if each of these
channels is operational. In this case, the proba-
bility of maintaining communication between
nodes is determined by the product of channel
reliability:

N
e=1De-

Reonn = “4)
On the contrary, with redundant channels
(parallel independent communication lines), the
network reliability increases. For the case of two
parallel channels between the same nodes, the
probability that communication is completely
lost is equal to the product of the probabilities of
failure of each channel. Accordingly, the proba-
bility of maintaining communication over at
least one of the two channels is written as:
Reonn =1—(1—=p1)[A —p2). (5)

These simplified examples illustrate how the
network topology affects its reliability: the pres-
ence of alternative routes (duplicate nodes or
channels) reduces the likelihood of a complete
communication failure. In a real aviation net-
work, the structure may be more complex, in-
cluding many nodes and intersecting routes. For
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the general model, we introduce a set of minimal
cuts of the graph — critical sets of components,
the failure of which leads to a violation of con-
nectivity. Let us denote by C the set of all mini-
mal sections:

C ={C,C,, ...,Cx}, (6)
where each C; represents the minimum set of
nodes and/or edges, at the simultaneous failure
of which the graph G splits into disconnected
parts. Thus, the elements of C; are the “critical”
nodes and lines that form the vulnerable point of
the network.

Aviation DTN is subject not only to acci-
dental failures, but also to targeted unauthorized
influences. These include attacks on network
nodes (for example, unauthorized entry into the
on-board network or disabling the control serv-
er), intentional interference in communication
channels (jamming the radio signal), the intro-
duction of false commands or data, and other
types of malicious actions that can disrupt the
normal operation of the system. To quantify such
threats, we introduce their probabilistic model.
Let us assume that for each element of the net-
work, it is possible to estimate the probability of
a successful attack during the period under re-
view. Then, by PAt*%°% we will denote the prob-
ability that the node i € V will be compromised
by an attacker, i.e. it will be attacked, disrupting
its functioning. Similarly, for the e € E channel,
we will introduce P24k _ the probability that
a successful attack will be made on the
nel e. As a rule, the values of Pf***“¥ are rela-
tively small, but non-zero, which reflects the
very possibility of a successful attack under cer-
tain conditions.

The unauthorized interference, in fact, leads
to the failure of a node or channel in a similar
way to a technical failure, although it has a dif-
ferent nature. Therefore, it is natural to consider
an attack as an additional reason for component
failure. Let us combine two causes of disrup-
tion — accidental failure and a successful attack —
in a single probabilistic model of a network ele-
ment. If we consider these reasons to be statisti-
cally independent, then the final probability that
the component i will fail (either due to a failure
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or as a result of an attack) is determined by the
expression:

qjt'Otal =1— (1 _ q])(l _ PjattaCk). (7)
Here, q]t-"tal is the total probability of the $i$ el-

ement being inoperable for any of two reasons.
Formula (7) shows that the element will fail if at
least one of two events occurs: an internal tech-
nical failure or a successful external impact.
Equivalently, you can write down the probability
of fail-safe operation, taking into account at-
tacks:

p]l;otal — (1 _ CIj)(l _ Pjattack) (8)
in other words, the component will continue to
function only in the absence of a failure and the
absence of a successful attack.

Probabilities P characterize the vulner-

ability of network elements. An attacker, as a
rule, seeks to attack the most critical nodes and
communication lines, the failure of which leads
to maximum disruption of the network. In terms
of the minimal cuts introduced earlier, a targeted
attack can be aimed at disabling all components
of a certain section Cy, which is guaranteed to
disrupt the network connectivity. However, the
possibility of implementing such a complex at-
tack depends on the resources of the intruder and
is reduced if the cut includes a significant num-
ber of elements. Nevertheless, the mathematical
model must take into account various attack sce-
narios: from single attacks on individual nodes
or channels to combined attacks targeting several
network elements simultaneously. For each sce-
nario, you can set the corresponding probability
of threat implementation Pja“‘”k or a group of

probabilities for a set of attacked elements.

An important factor reducing the impact of
threats is a network-based unauthorized interfer-
ence detection system. Let us assume that the
monitoring and diagnostic tools have been im-
plemented in the aviation data transmission sys-
tem under consideration, which make it possible
to detect anomalies in data transmission. These
tools include attack detection systems, network
traffic analyzers, message integrity monitoring
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mechanisms, and other monitoring technologies.
Their main task is to timely identify the facts of
an attack or abnormal behavior of the network
with a high probability with a minimum number
of false warnings.

Let us model the process of detecting attacks
in a probabilistic setting. Let us introduce two
key indicators of the effectiveness of the detec-
tion system:

(1) pg 1s the probability of correctly detecting
an attack (system sensitivity);

(2) pfq is the probability of a false alarm, i.e.
the formation of an alarm in the absence of a real
threat.

If an attack occurs in the DTN, it is likely
that it will be detected by monitoring tools, and
it is likely that the attack will remain unnoticed
and the probability will be 1 — p;. A value of
pa close to 1 means effective detection of almost
all attacks, while a decrease in p,; indicates an
increased likelihood of threats being missed. The
indicator pg, characterizes the selectivity of the
system: in the absence of attacks, false positives
occur with a probability of ps,. It is desirable
that ps, was minimal in order to avoid excessive
strain on operators and incident response sys-
tems.

Thus, the probability of a successful attack
that is not detected by monitoring decreases in
proportion to the detection factor p,;. Formally,
we introduce the effective probability of a suc-
cessful attack, taking into account the operation
of the detection system:

Pjattack — Pjattack(l

— Pa )- 9

Substituting P]-a”aCk with f’]-a”“k in for-
mula (7) for the probability of component fail-
ure, you can recalculate the total probability of
its failure, taking into account the functioning of
the monitoring system. From (7), taking into ac-
count (9), we obtain for any node or channel:

fi=1-(1-))(1- ), (10

where ¢; is the probability of a technical failure

pattack
P;

of a node or channel j; is the probability
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of a successful undetected attack on the compo-
nent j.

The values defined above allow us to esti-
mate the total risk for DTN. By risk P(F), we
mean the probability of an event F in which the
network loses connectivity, that is, data ex-
change between some nodes becomes impossi-
ble. Such an event F occurs if all components of
at least one of the minimal sections of the net-
work graph C fail. The probability of connec-
tivity disruption is thus determined by a combi-
nation of independent failures and undetected
attacks affecting network nodes and channels.
Assuming the independence of such outcomes
for different sections, it is possible to obtain an
approximate estimate of the total probability as
the sum of the failure probabilities of all critical
sets:

P(F) = iz jecy Gi- (11)

Formula (11) takes into account all possible
critical sections of the network and, in fact, adds
up the risks of loss of connectivity for each of
them. This amount slightly overestimates the
true value of P(F), since different sections may
have common components (their failure events
are not independent). For a more accurate calcu-
lation, the inclusion-exclusion principle or other
methods of network reliability theory would be
required. Nevertheless, the resulting expression
provides a useful risk assessment and allows you
to compare different network configurations and
options for protective measures.

If any section of the network has a signifi-
cantly higher probability of failure compared to
the rest, then the overall risk P(F) is determined
primarily by this “weak point”. For example, if
there is a single critical node in the network
through which all data passes, then the probabil-
ity of a complete network failure is approximate-
ly equal to g; — the effective probability of fail-
ure of this node (taking into account attacks). In
more balanced networks, where the failure of a
single element does not immediately lead to the
collapse of the network, several terms in (11)
contribute to the risk calculation.
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Discussion of the results

The obtained mathematical model makes it
possible to quantify the impact of failures and un-
authorized impacts on the functioning of the avia-
tion DTN. Based on the model, it is possible to
identify the most vulnerable network elements —
nodes and channels included in the minimum sec-
tions with the highest probability of failure. Obvi-
ously, it is the failure of these critical components
that determines the main contribution to the
risk P(F). The next step after assessing the risk is
to develop measures to reduce it. Optimization of
the aviation network protection strategy should be
aimed at reducing the likelihood of successful at-
tacks and failures of those elements that most sig-
nificantly affect network connectivity, which will
be reflected in future publications.

Conclusion

The paper presents a mathematical model de-
scribing the threats to the functioning of the
aviation SPD in conditions of unauthorized inter-
ference. The proposed approach integrates a
probabilistic model of technical failures with a
model of deliberate attacks and their detection.
Based on the model, analytical expressions are
obtained to estimate the probability of network
connectivity loss (formulas (7)—(11)) and it is
shown how various factors — network topology,
node reliability, attack intensity and detection
efficiency — affect the overall risk of disruption.
The scientific novelty of the result consists in the
formal consideration of unauthorized exposure
factors and security monitoring in the task of
network reliability. The practical value of the
work lies in the fact that the model allows you to
identify the most vulnerable elements of the
network and justify priority protection measures.
Improving the reliability of critical nodes and
channels, as well as the introduction of effective
airborne detection systems, reduces the likeli-
hood of successful attacks and thereby increases
flight safety. The developed model can be used
in the design of advanced information systems
for quantifying the risk of interference and opti-
mal allocation of protection resources.
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