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The control system sensors failures can cause the aircraft stability and controllability deterioration. Such failures fast and reliable in-
flight detection and localization allows minimization their consequences and prevention of an accident. Direct application of
traditional parametric methods for sensors health monitoring with the use of their mathematical models is impossible due to the lack
of information about the real inputs on their sensitive elements. This leads to the need for the problem of aircraft flight dynamics
modeling with a high level of uncertainties to be solved, which complicates the application of functional test methods and
determines the necessity of excessive sensors hardware redundancy. Widely known nonparametric methods either require a prior
knowledge base, preliminary training, or long-term tuning on a large real flight data volume, or have low selective sensitivity for
the failed sensors reliable localization. This paper expands the application of the well-known nonparametric failure detection
criterion, based on the analysis of the linear dependence of the input-output data Hankel matrix columns and solution of the sensor
failures localizing problem. Necessary and sufficient solvability conditions are given, the structure and the criterion values are
determined in an analytical form before and after the failures occurrence. The proposed method does not require functional or
hardware redundancy, prior information about the parameters of mathematical models and their stability, identification,
observation, or prediction problems solution. The efficiency of the method is shown on the Boeing 747—100/200 longitudinal
model example. Fast tuning, fast response and selective sensitivity of the developed algorithms are noted.

Key words: aircraft, control system, sensors, health monitoring, localization and detection failure, parametric uncertainty,
nonparametric method.

INTRODUCTION

The necessity of aircraft operations safety improvement determines the relevance of developing
algorithms which are able to detect onboard equipment and systems failures. Sensors direct and feed-
back aircraft control system connections failure, as a rule, cause changes in the structure of the aerody-
namic relations of the aircraft, which may lead to deterioration of the aircraft stability and controllabil-
ity characteristics. Rapid and reliable detection and localization of sensor failures in their technical
condition monitoring process allows you to minimize undesirable consequences and take in-time
measures to prevent an accident.
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All methods for detecting and localizing technical systems failures can be conditionally divided
into two large groups [1-18]: parametricor model-based and nonparametric (parameter-free) or model-
free, which are also known as methods based on knowledge (knowledge-based), data (data-based, da-
ta-driven), signals (signal-based) or previous measurements (history-based).

Parametric (model) methods (such as: filtration, observation, forecasting, identification, parity
relations, redundant variables, graph-theoretic methods, etc.) [5—7, 9—-11] are the most widely spread
methods and are considered to be the classical ones. These models either directly or indirectly utilize
the real objects mathematical models parameters which values are set a priori based on the familiar
physical operational guidelines or are evaluated during the identification process.

Direct use of parametric methods for monitoring the sensors technical conditionbased on their
models is impossible due to the lack of information about the real signals input which their sensitive
elements receive. This leads to the necessity of solution the aircraft flight dynamics modeling problem
with a high level of uncertainty caused by non-linearity, unsteadiness, inaccuracy and non-
identifiability of mathematical models [9, 12, 18]. The resulting model errors inevitably cause an in-
crease in the threshold values of the applied criteria, which increases the failures detecting and localiz-
ing time, it also reduces the reliability degree of the tasks to be solved. These problems impede the use
of functional control methods and necessitate the use of flight parameters sensors hardware redundan-
cy, which excess multiplicity is determined by the majority logic algorithms of the aircraft built-in
control system.

Nonparametric methods do not require information about the parameters of the controlled ob-
jects models and are based on their input and output signals analysis measurements. Such methods are
related to intelligent ones, since they consider the controlled object as a “black box” and make it possi-
ble to solve the problems for non-stationary and nonlinear systems under conditions of complete para-
metric uncertainty.

Widely known nonparametric methods based on knowledge (expert, neural network, genetic,
fuzzy methods, support vector methods, etc.) [1, 5, 8, 13, 14], do not use explicit system of models, but
require a prior knowledge base, prior training, or long-term configuration on a large volume of real
flight data. Nonparametric methods, which are completely based on signal analysis (methods for ana-
lyzing Hankel matrices, principal and independent components, statistical, factor, and cluster analysis,
partial least squares, subspaces of states, blind identification, etc.) [1-7, 15-19], do not require any
prior information about the object of control, while their configuration in real time requires a data pre-
processing stage. These methods are characterized by high speed and reliability of failure detection,
but they need additional transformations in order to localize them, since they have low selective sensi-
tivity [15, 17].

This work continues research in the field of aircraft avionics technical condition monitoring
and diagnosing by means of nonparametric methods and expands the application of the well-known
failure detection criterion based on the input-output data Hankel matrix columns dependence analy-
sis [15—17], and solution of the control system sensor failures localizing problem. The scope of the
work is limited by the deterministic discrete stationary linear mathematical models of the controlled
objects with completely measurable conditions.

PROBLEM STATEMENT

Let the dynamics of the aircraft with the functioning flight control system be described by
a linear discrete model in the state space by the vector-matrix “input-state-output” form

X, = Ax, + Bu,, (1)
v, =Cx,+Du,, (2)
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where, X, y, u are vectors of states, measurements, and controls of dimensions n,, n, and n, respective-
ly; A, B, C, and D are matrices of proper dynamics, control efficiency, measurements, and direct
communication, respectively; and i-is the discrete moments of time.

Let's assume that at the moment of time i =i, there was a multiple simultaneous aircraft control

system sensors failure type:
y, = F(Cx,+ Du,) = FCx, + FDu,, (3)
where F' — is the failure matrix

F:diag([fl e fy e fny])’ 4)

are the elements that characterize the sensor calibration violations atf;# 1# 0/

Only relying on the results of the control vectors # measurements and measurements y without
having information about the model 4, B, C, D parameters, it is necessary to determine the fact and
time iy when the failure occurred, as well as to localize the measurement channels & in which the sen-
sors failed.

FAILURES DETECTION PROBLEM SOLUTION

Let’s consider the time interval before failures occur when i <i, . Let's write the expres-

sion (2) as a left-hand equation of the vector state observation.
Cx, =y,—Du, )

It is known that any linear left-sided matrix equation of the QW = H form with known Q, H

matrices is solvable with respect to an unknown matrix # when and only when the solvability condi-
tion is met [20].

—L
QO H=0 (6)
The entire set of solutions with minimal parameterization is described by the expression

W=0H+0 ¥, 7)

where Q = QRQL — is a generalized inverse matrix, QL , QR— are left and right divisors of one, O*,0"—
are left and right divisors of null, that meet the conditions.

L R_QL SR _R_IO QL QL_I_IO 2R AR AR _R_[O 8
0'00 —{QL}Q[Q 0 ]—{0 OHQL}[QL} —{0 J,[Q o']'[0 Q]{O J, ®)
0", O"— are left and right canonizers that formalize direct and inverse Gauss transformations, ¥ — is

an arbitrary matrix.
Then, according to [6] while performing the condition of the equation solvability

C*(y,—Du,)=0 (9)
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let us define the state vector for the current and previous time points taking into account (7)

X, = c* (y, —Dui),
X = C* (yH —DuH) ,
which, according to (1) are also connected by the expression
X, =Ax_,+Bu,_,.
Let’s substitute (10) and (11) into (12)

CL(yl. —Dul.)zACL(yi_1 —Dui_1)+Bui_1.

and combine (13) and (9) into one system of matrix equations

{éL}bh_lmh):[é}L4éL(%q-iD%4)+BuH)

CL

and then multiply it on the left by the inverse matrix of the left canonizer

~ -1 ~ -1
Cc* I - c* 1
¥, —Du, :{GL} {O}ACL (yil_Dui1)+|:5L:| {0:|Buil‘

(10)
(11)

(12)

(13)

(14)

Having completely measurable C* = 0 states, we can assume C* =7 without loss of generality, and

the inverse matrix in accordance with (8) takes the form of an identity

' & &)

ol
the substitution of which into (14) leads to the expression
G acty (G B 4étp)
y,=C" AC"y,_,+\C" B-C" AC"D)u, ,+Du,,

which, with the account of the input-output matrix notation introduction

Yia
Zp = | Ui |
u[

will take the compact form of an equivalent (1)—(2) aircraft flight dynamics model of the “input-

output” type
Y, =z

19

~ ~ A ~ =R L ~ =R =R < ~
where Q=[4 B D], A=C* AC*, B=C" B-C" 4C*'D, D=D.
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After the failure occurs, expression (3) can be written in the similar way as expression (2)
i =Cx,+Duy,
where C; = FC, D, = FD- are the equivalent matrices of measurement and direct links. Then, taking

into account the postulated at f, # 0 failure matrix reversibility theaircraft flight dynamics model F at

i > i, will take the form similar to (15)
Vi IQ/Z[, (16)
here, @, =[4, B, D,], 4 _CL 4 B —CL B—CL AC'D. . D =D
where, 22, =14, By Ly, 4 =Ly o Br=ty B4y s Py =Y.

Let us further assume that at the moment of time i we also know 4-1 of the previous signals
values. Then we can write models (15) and (16) in matrix form

Y'=Q7!, (17)
Y'=Q.z!, (18)
where Yih :[yi—h+1 o Vig yi]a Zih :[Zi—h+1 U2y Zi]'

Any linear right-sided matrix equation of the WQ = H form with known matrices Q, H, is solv-
able with respect to an unknown matrix  if and only if the solvability condition is met [20]

HQ" =0, (19)
the entire set of solutions with minimal parameterization is described by the expression
W=HO+YO .

Then, if we consider the expressions for i <i, and for i, +h—1<ias right-sided equations

with respect to unknown matrices of model parameters, we can see that according to them they have a
single solvability condition

Y'Z' =0, (20)

1 l

—R
where Z!'Z'" = 0. The fulfillment of condition (20) guarantees the existence of linear matrix models
of the (17) and (18) types that describe the control input and output data both before and after the fail-
ures occur at i, +/h—1<i<i . However, in the period between these time intervals ati, <i<i, +h—-1

, the aircraft flight dynamics cannot be described by means of any single model, such as
Y'=Q7" +AY, (21)

where AYI.}’ — is the errors measurement matrix caused by failures, so the performance of (20) is violated.

R R
Yz =AY"Z" %0 (22)

1 1 1 1
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Therefore, the condition (22) can be used as a simple criterion for the aircraft control system
sensors failures detection [15—17], the quantitative value of which for each moment of time is deter-
mined, for example, using the Frobenius matrix norm

—h R
-
g = l.h (]ih_1 > Eon* (23)

j
U

2

Criterion (23) will be zero before and after the failure occurs, when the control data matrices do not
contain distorted measurements, and it will exceed an acceptable value when the control window in-
cludes the moment when the failure occurred.

THE SOLUTIONOF FAULT LOCALIZATION PROBLEM

We’ll show further that the condition for detecting sensor failures (22), if considered line by
line, can also be used to solve the problem of the failed measurement channel locating. To do this, we
define the structure and values of the matrix measurement error in (21).

We need to notice that at the exact moment of failure at i =i, the equivalent model of aircraft
flight dynamics differs from both (15) and (16):

Y, =FCx,, (24)

therefore in the i, <i<i, +h—1 time period, the expression (21) according to (17), (18), (24) can gen-

erally have three different forms

Yih Z[inhfn—l FQZ’} Q/‘Zih/ J :Q[Zi_/:”—l Zih/ ]+[0 Ayz',. AY'h/}’ (25)

i i

h ..
where Yz’h :[Y;,hn—l yi/» Yz fi|a Zih = |:Z[I:."71 Zi, Zihf :| > AYih = |:0 Ayi/. AYih/ :|9 hf :l_lf 5
h,=h—h,=h+i,—i— is the number of measurements before and after the failure occurrence mo-

ment, accordingly; Ay, =AQz, AYih" =AQ fZih’ ,

AQ=(F-D|4 CB-AD D], (26)
aQ, =[4,-4 (F-D(cB-4D) (F-1D)D|z). 27)

Then, taking into account (25), we can explicitly write the value of criterion (22)

R

—R —R n Yl
vizh =avkzl =|o a0z, anz)||ul,|. (28)
Ut

L
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As it follows from (28), at the moment of failure at 7 =i, the necessary and sufficient provision

for the condition (22) fulfillment in accordance with (26) is the sensor failures occurrence when
f,—1#0:

h R h R h R h

. il i1 i1 Vit || Lia
Y'zl =y'"u,| =ay, |U' | =AQz, |U! | =(F-D[4 CB-4D D]lu, , ||U", |,

rol 1 1 f f f f f 4

U’ u! U’ u, || U!

iy iy iy iy iy

in that case, the quantitative criterion for detecting and localizing the & sensor failure by analogy
with (23) will have the form of

P R
Y
e (W) =Y'"(0)Z" =|v"®)| U | | >e,. (), (29)
U’

! 2

wherei=1i,, Yl.h (k) — 1is the k line of the Kh (k) matrix.
It should be noted that onwards during the i, <i<i,+/—1 time interval , the value of &;¢;(k)

for functional sensors in the general case may also differ from zero due to the availability
fff— A=FAF' -4 #0 expression in (27), which’s influence, as a rule, is tried to be eliminated
while solving the problem of fault localization without taking into account (29)[15, 17]. In particular
cases when performing the identity

A=A, =FAF™, (30)

when, for example, its own dynamics matrix is equal to zero, has a diagonal form, or the failure leads
to scaling of all measuring channels signals by the same gain coefficient, condition (22) retains its ne-
cessity and sufficiency for the entire control time interval. Moreover, while solving the practical prob-
lems, as it will be shown later, the value of the (29) criterion for functional channels measurement, as a
rule, is several orders of magnitude lower than for channels with failed sensors. This fact is determined
by the characteristic structure of the right zero divisor of the input-output Hankel matrix data, which
analysis requires further theoretical and practical research.

EXAMPLE OF THE PROBLEM SOLUTION
In order to check the method efficiency, we’ll analyze the solution of the flight sensors param-
eter technical condition functional controlproblem on the example of theBoeing 747-100 / 200 aircraft

linearized continuous model longitudinal movement dynamics, which parameters in one of the flight
modes have the form of [2]
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[-0,4861 0,000317 —0,5588 0 —2,4-10°]
0 -0,0199 3,0796 -9,8048 8,98-10°°
A=| 1,0053 -0,0021 -0,5211 0 9,30-10° |,
1 0 0 0 0
I 0 0 -92,6 92,6 0]
~0,1455 —0,1455 —0,1494 —0,1494 —1,2860 0,0013 0,0035 0,0035 0,0013
0 0 0 0 -0.3122  0,1999  0,1999  0,1999  0,1999
B=]-0,0071 —0,0071 —0,0074 —0,0074 —0.0676 —0,0004 —0,0004 —0,0004 —0,0004 |,
0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0
0 0 1 0 T 0000 0 0 0 0 0]
0 —0,0199 3,0796 —9,8048 9,98-10°° 0000 -0,3122 0,1999 0,1999 0,1999 0,1999
c_|0 0 0 1 0| ,_|0000 0 0 0 0 0
|1 0 0 0 0’ =10000 0 0 0 0 0/
0 0 -92,6 92,6 0 0000 0 0 0 0 0
0 0 0 0 1 10000 0 0 0 0 0]
X= [5&)2 5I/TAS 5a 5'9 5h]T u= ':531‘1' §eil §eor §eol é‘st §eng1 é‘engZ eng3 é‘eng4 :|T

y=[oa 5VTAS 0% Sw. OV, OSh]' . —is the angular pitch velocity (radiant per second), Vs —
is true air speed ( m/per second), & — is the angle of attack (radiant), 4 — the pitch angle (radiant),
h — altitude (meters), V,,,; — acceleration (m/sec®), V. —vertical speed (m/sec), &, , J.,,0., , O, —

eil > “eor >
left and right inboard and outboard elevators angular deflection (radiant),d,, — stabilizer angular de-
flection (radiant), 0, ,, O, ., O, o

engl > “eng2> “eng3> “eng4d
Let's simulate the airplane flight using the first-order Euler method with an integration step of
0,01 s and set at i =0 x, =0the following control signals x,=0,0,,=0",0

stab eng*

ir 2

— engines 1-4 thrust guidance commands (radiant).

=5". We assume

0, =57 1n accordance with (4) for single sensor failures models in every 0,05 second atiy =0,1,
i;/TAS =0,15,i7=0,2, i]f’z = 0,25, i}/z = 0,3,/ =0,35and one multiple failure acceleration and pitch

angular velocity sensor at i;m =i =0,4.

Figure 1 shows graphs of measurement errors Ay, caused by sensor failures and (29) criteria

for the width of the control window 4=10. The analysis of the results shows that the absolute changes
in the values on the charts at the time of failure are comparable, which determines the high relative
sensitivity of criterion (29). It took only 7 measurements or 0,07 s to set up the algorithm before the
dependent columns appeared in the data matrix. Both single and multiple sensor failures are detected
and localized instantly as distorted measurement data is received. At the same time, as it was noted

above, the values of the (29) criterion at i > i, for operable channels were indistinguishable from the

calculation errors at this scale, despite the failure of (30) condition meeting.
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Fig.1. Results of the computer simulation

CONCLUSION

The result of the conducted research, shows that the failure detection criterion based on the analy-
sis columns linear dependence of the input and output Hankel matrix system data can be used for reliable
localization of the failed measurement channel right at the moment when the sensors fail. The structure
and importance of the before and afterfailure occurrence detection criteria are defined analytically. The
required and adequate conditions for the fault localization problem solution existence are given.

The proposed method of functional detection and localization of the aircraft control system
sensors failures in flight is only based on the analysis of its regular input and output signals and does
not require functional or hardware redundancy, solution, observation or forecasting of identification
problems. It is not affected by model errors, since it does not require information about the parameters
of the aircraft model, while, unlike similar nonparametric methods, it does not use logical or statistical
calculations, training, or long-term configuration, and can be used to solve problems of technical con-
dition control in the state of complete parametric uncertainty, even in cases of instability and non-
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identificability of the aircraft mathematical model. The efficiency of the method is shown by means of
the heavy mainline aircraft longitudinal movement linear model example. Fast configuration of the de-
veloped algorithms, instant failures detection and localizationare noted, as well as high relative sensi-
tivity of the criterion.

The Hankel matrices analysis methods can be used as a base for the unified mathematical appa-
ratus of the hybrid active control systems synthesis [1, 2, 8], based on the joint use of parametric (ana-
lyzing the dependence of data matrix rows) and nonparametric (analyzing the dependence of data ma-
trix columns) methods. The practical implementation of such a system will increase the level of fault
tolerance of aircraft control system with a reduced multiplicity of its elements hardware redundancy.
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METO/J ®YHKIIMOHAJIBHOI'O KOHTPOJIAA TEXHUYECKOI'O
COCTOSAHUA JATYUUKOB CUCTEMBI YIIPABJIEHUA
BO3IYIIHOI'O CYJIHA B YCJIOBUSX IIOJTHOM MIAPAMETPUYECKON
HEOIPEAEJIEHHOCTH

10.B. Bonnapenxo', E.JO. 3p16un’

' Mockosckuii 2ocyoapcmeentuiii mexnuueckuti yHugepcumem 2pajicoancKol aguayul,
2. Mockea, Poccus

Focydapcmeennblii HayuHO-UCCIe008aMeNbCKUL UHCIUMYM AGUAYUOHHBIX CUCIEM,
2. Mockea, Poccus

HccnenoBanue BeInosHeHO Npu pruHAHCOBOM moaepkke PODU B pamkax HaydHBIX POEKTOB
Ne 20-08-01215, Ne18-08-00453, Ne19-29-06091

Otka3bl JAaTYMKOB CHUCTEMBI YIPABICHWS MOTYT BBI3BaTh YXYAIICHHE XapaKTEPHCTUK YCTOMYMBOCTH M YIPaBJISEMOCTH
BO3MYIIHOTO CyzHA. beicTpoe 1 jocToBepHOE 00HAPYKEHNE | JIOKATN3ALMS TAKKX OTKA30B B MOJIETE TTO3BOJISIET MUHUMHU3HUPOBATD
WX TIOCHEACTBMSA M TIPENOTBPATUTh ABHALIOHHOE TPOHCIIECTBHE. HemocpencTBeHHOE WCMONB30BaHNE TPAJAULIIOHHBIX
MApaMETPUYECKNX METOIOB KOHTPOJSI TEXHUYECKOTO COCTOSIHHS JIATYMKOB C HCIONB30BAHUEM MX MAaTEMAaTHYECKHX MOJIEIEH
HEBO3MO)KHO BBHJY OTCYTCTBHS HH(OpPMAalMM 00 HCTHHHBIX BXOIHBIX CHTHAJAX, MOCTYNAIOIMX HAa HX YyBCTBUTEIbHBIC
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3JIEMEHTBI. DTO MPUBOJUT K HEOOXOJMMOCTH PELLICHHS 3a/1a91 MOJIETIMPOBAHMS IMHAMUKH TI0JIETa BO3IYILIHOTO CY/IHA C BBICOKUM
YPOBHEM HEOIpeNeIEHHOCTEH, YTO 3aTpyAHsIeT HWCIOJb30BaHHE (YHKIMOHAJIBHBIX METOOB KOHTPOINsI M OOYCIaBiIMBAeT
HEOOXOMMOCTh  WCIIOJIb30BaHHMsl ~ M30BITOMHOTO  alapaTHOr0  pe3epBUpOBaHMS  JartdvkoB. IIlupoko  M3BecTHbIE
HEMapaMeTPUUYECKIE METOJIbI JIMOO TPEOYIOT HAIMYHMS alpUOPHOM 0as3bl 3HAHUI, MPEIBAPUTEIHLHOTO O0YUCHUSI WX JTUTEILHOMN
HACTPOMKH Ha OOJBIIOM 00beMe peabHbIX TOJIETHBIX JAHHBIX, MO0 00JIajatoT HU3KOW N30MPAaTENIbHOM 4yBCTBUTENBHOCTBIO JIS
JIOCTOBEPHOW JIOKAJIM3allMK OTKA3aBIIMX JAaTYMKOB. B paboTe paciivpsieTcss MPUMEHEHHE H3BECTHOTO HEMapaMeTpUuecKOro
Kputepus: OOHapy»KEHHs OTKA30B, OCHOBAaHHOTO Ha AHAIIM3E JIMHCHHON 3aBHCHMOCTH CTOJIOIOB MAaTpuIlbl [ aHKeNst BXOJO-
BBIXOJTHBIX JIAHHBIX, Ha PEIICHUH 33/1a4M JIOKATU3AIMN OTKAa30B TATYHUKOB. [IpUBOAATCS HEOOXOMUMBIC U JIOCTATOUHEIC YCIIOBUS
CYIIIECTBOBAHMS PEIICHUS, B AHAITMTHYCCKOM BHJIC ONPEICICTCS CTPYKTypa M 3HAYCHHST KPUTEPHsI 10 ¥ TIOCIIe BO3HUKHOBCHUS
otka3oB. [Ipemiaraemblii MeTos He TpeOyeT (HYHKIMOHAILHOTO MM AlapaTHOrO Pe3ePBUPOBAHHUs, alPHOPHOH HH(popMaImu o
rnapamMeTpax MaTeMaTHYeCKHX MOJENed W WX YCTOWYMBOCTH, pEIICHHS 3a1ad  HACHTH(HUKAIUM, HAOMIONCHHUS WK
MPOTrHO3UPOBaHUs. PabOTOCIOCOOHOCTh METO/Ia MOKa3aHa Ha MpUMeEpe JIMHEHHON MOJENH TPOJOJIBHOTO JIBMKCHHS CaMoJieTa
bounr 747-100/200. Otmeuaercsi ObiCTpas HACTPOMKa, BBICOKOE OBICTPOJCHCTBHE W W30MparesbHas 4YyBCTBUTEIBHOCTDH
pa3pabOTaHHBIX ATITOPUTMOB.

KiroueBble cj10Ba: BO3IYIIHOEC CyJHO, CHCTEMa YIIPABJICHHS, TATYMKH, KOHTPOJb TEXHHYECKOTO COCTOSHUS, OOHApyX eHHE U
JIOKaJIM3alMsl OTKA30B, apaMeTPHYECKast HEOIPeIeIeHHOCTb, HeMapamMeTpUIeCKHil METO/I,
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